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Network Protocols

Network protocols can map relatively easily to the OSI model

Application Layer > Initiates or accepts a request

to transfer data.

Adds formatting, display and

Presentation Layer . encryption information.

Session Layer > Adds communication session
control information.
Transport Layer p Adds flow control sequencing
and reliability information.
Network Layer —=  Adds addressing information,
Data Link Layer - Add serror checking and physical addressing

and formats data for physical transmission.

Physical Layer —»  Sends data as a bitstream

Functions of the OSI Model
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Main Types of Protocols

Network Protocols
Network protocols involve addressing and routing information, error checking,
retransmission request, and rules for communication. Some examples:
* Internet Protocol version 4 (Ipv4) — This TCP/IP network protocol provides
addressing and routing information. Sometimes referred to as IP.
* Internetwork Packet Exchange (IPX) - Novell’s protocol for packet exchange from
the IPX/SPX protocol suite.
* Internet Protocol version 6 (Ipv6) addresses some weaknesses of IPv4

We will mostly talk about IP.

Transport Protocols
Transport protocols handle data delivery between computers. Examples:



* Transmission Control Protocol (TCP) — TCP/IP protocol responsible for
reliable data delivery.

» Sequential Packet Delivery or SPX (Novell)

* NetBIOS/NetBEUI

We will talk mostly about TCP.

Application Protocols
Application protocols operate at the upper layers of the OSI model, providing services to
client applications, such as web browsers and email programs, and to server
applications, such as web servers and email servers. Examples:
* Simple Mail Transport Protocol (SMTP) — part of TCP/IP protocol suite,
handles email
* File Transfer Protocol (FTP) — also part of TCP/IP, used to provide file transfer
services.
* Simple Network Management Protocol (SNMP) — TCP/IP protocol used to
manage and monitor network devices.
* NetWare Core Protocol (NCP) Novell
* AppleTalk File Protocol (AFP) Apple

There are a number of common protocol suites, but we will talk mostly about TCP/IP
since it is by far the most commonly used.

Connection vs. connectionless protocols: a connectionless protocol involves
sending a message from one end point to another without prior arrangement.
Connectionless protocols are usually described as stateless because the endpoints
have no protocol-defined way to remember where they are in a "conversation" of
message exchanges. More frequent problems

A connection-oriented networking protocol is one which identifies traffic flows by some
connection identifier rather than by explicitly listing source and destination addresses.

OSI Model TCP/IP
Application Telnet FTP DHCP TFTP
Presentation HTTP  SMTP DNS SNMP

Session Application layer

Transport TCP UDP

Transport Layer
Network ICMP ARP
IP
Internet Layer
Data Link
Physical Network Interface Layer

Table maps OSI model to TCP/IP
http://computer.howstuffworks.com/osi2.htm protocol stacks




Transmission Control Protocol/Internet Protocol (TCP/IP)

TCP/IP Network Layer Protocols
* Internet Protocol version 4 (IPv4): provides source and destination addressing
and routing. Connectionless.
* Internet Control Message Protocol (ICMP): sends error and control messages.
Ping, traceroute examples of utilities.
* Address Resolution Protocol (ARP): resolves a logical ip address to a physical
MAC address.
http://computer.howstuffworks.com/question525.htm what is a packet?

TCP/IP Transport Layer Protocols

* Transmission Control Protocol (TCP): transports messages. Connection-
oriented, works by establishing a 3-way handshake. Breaks up messages into
packets, uses sequencing to ensure that segments are reassembled in the
correct order. Used by FTP. HTTP and other application layer protocols.

* User Datagram Protocol (UDP): connectionless protocol. Faster, but less
reliable, doesn’t break up data or resequence packets that arrive out of order.
Used by Domain Name System (DNS).

TCP/IP Application Layer Protocols
Domain Name System (DNS): name-to-address resolution protocol. A DNS
server keeps a list of systems names and associated |P addresses.
* Hypertext Transport Protocol (HTTP): transfers web pages from a web server
to a web browser.
* File Transfer Protocol (FTP): provides services for file transfer, logon method
for FTP server.
* Telnet: remote terminal emulation protocol that provides connectivity between
dissimilar systems. Used to monitor remote equipment.
* Simple Mail Transport Protocol (SMTP): messaging service to TCP/IP suite.
Email.
http://computer.howstuffworks.com/dns.htm

IP Addressing: a 32 bit (4 byte) logical address. Each byte (octet) is represented by a
decimal number from 0 to 255 in a dotted decimal — 172.24.208.192. Has 2 distinct
parts, the logical network, and the host ID. In the example above, 172.24.0.0 is the
network address, 208.192 is the host id.

Originally there were various classes of IP addresses, A through E, the first octet
indicated the type of network. Now addressing by class is being replaced by Classless
Interdomain Routing (CIDR), in which the network and host demarcation of the
address is not strictly based on octet boundaries. Technique involves “borrowing”
bits from the host section of the address- called subnetting. In subnetting, a single
network address is divided into 3 or more subnetwork addresses, each with fewer
available host Ids, but more networks overall.

An address’s subnet mask determines which part pf the address denotes the network
portion of the address, and which notes the host.
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