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Networking Overview
1. What is a network? A network consists of computers and other devices

connected to each other. Networks enable communications, and the sharing of
resources and of data.

a. Computer Networks. A computer network consists of the following
components:

 i. Computer
 ii. Network Interface Card (NIC): the physical interface between the

computer and the network medium.
 iii. Network Medium: the medium that connects the computers, most

often cabling of some kind.
 iv. Protocols: a common set of rules concerning issues such as

connecting and communication that are shared by devices on a
network.

 v. Software:  network software issues requests and responses that
allow information to be shared. A network operating system (NOS)
determines the services that can be offered or requested.

b. Types of Networks
 i. LAN: Local area network
 ii. MAN: Metropolitan area network
 iii. WAN: (the Internet is this type) Wide area network

c. Ways of connecting computers
 i. Peer to peer: all computers “equal”- each a peer that can both

make requests and send response.
 ii. Client/server: split between server tasks and client tasks. A client

sends requests to a server (generally a more powerful machine
with lots of storage space), according to some protocol, asks for
information or action, and the server responds.

d. Reference:
http://www.tcpipguide.com/free/t_NetworkingFundamentals.htm

2. Why are networks used?
a. Who uses them?
b. Advantages: all fall into general category of connectivity and sharing

 i. Connectivity and Communication: transmission of information,
through use of technologies

 ii. Data sharing across network, also through intranets etc.
 iii. Hardware sharing: peripheral devices such as printers, etc.
 iv. Internet access: internet is a very large network
 v. Data security and management:
 vi. Entertainment

c. Disadvantages
 i. Costs of network hardware, software and setup
 ii. Network administrator required for ongoing hardware and

software management
 iii. Security risks: viruses etc can spread rapidly
 iv. Undesirable sharing: poorly secured network is vulnerable to

hackers and unauthorized access.



3. Networking Hardware
a. Network Interface Card: also known as network adaptor. Establishes

and manages the connection between the computer and network.
Translates digital data (from computer) into signals appropriate for the
transmission medium, and reverse. They prepare, send and control data
flow. Data in parallel format from computer’s bus must be converted to
serial data to send over networking media. Acts as a gatekeeper- each
NIC has a MAC (Media Access Control) address, a unique identifier.
Configurable, often integrated into motherboards in current computers.
Needs software to work- device driver.

b. Transmission Medium
 i. Cable: coaxial and twisted pair. Coaxial used for cable TV, and

broadband internet delivery- single conductor at core, surrounded
by insulating layer, braided metal shielding (braiding) and outer
cover called sheath enclosed in an insulating shield. Twisted
pair consists of two or more insulated copper wires twisted
around each other. Magnetic fields created by the twists reduce the
potential for signal interference. Used commonly for Ethernet.
Types: Unshielded twisted pair (UTP) and shielded twisted pair
(STP) in which the pairs of wires are encased in foil as well as an
insulating sheath. There are a wide range of ratings for these
cables. STP supports higher bandwidth and longer network span.
Common connectors: RJ-11 (used for telephone) RJ-45 (used for
Ethernet)

 ii. Fiber Optic:  signals are transmitted optically rather than
electrically, making them immune to interference, highly secure.
Can support much higher bandwidth, has much lower
attenuation (weakening of signal over the length of a medium)
characteristics. Consists of 5 layers: thin glass tube called the core,
surrounded by concentric layer of glass called cladding, layer of
thin transparent plastic called jacket, then optional colored plastic
layer, Kevlar for strengthening finally outer jacket. Sometimes the
core is plastic, less fragile, but more susceptible to attenuation.
More expensive, more sensitive to bending, difficult to install
connectors.

 iii. Electromagnetic radiation:
1. Radio 10KHz to 1Ghz
2. Microwave 1GHz to 500 GHz
3. Infrared 500 GHz to 1THz. Line of sight networks example

802.11 Wireless networking standard used increasingly commonly
in homes and businesses. Tends to be connected to an Ethernet
LAN.
 iv. http://www.ciscopress.com/articles/article.asp?p=31276&rl=1

c. Routers, Hubs, Switches, Modems
 i. Router: connects several independent networks. Can connect

networks with different physical media, and different network
architectures, if they are using the same protocols. Can choose
best route for packet to reach destination.



 ii. Hub: a device which resubmits signal sent from a computer to
every other computer or device on the network. An active hub
cleans (filters noise) and strengthens the signal, and passive hub is
a central connection point.

 iii. Switch: determines which destination a message is going to, and
forwards the message to only that port.

 iv. Modem: makes a connection between computers over a telephone
line. Modulator/demodulator modulates digital signal into analog
signal, and reverse. Asynchronous uses regular phone lines,
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